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Editor’s note
Dear Readers,  

It’s again time for The InSe Journal new edition. As soon as the 
launch date gets nearer, it’s exciting and nerve breaking. The 
amount of love and support that I and the team get is just 
amazing. The last edition was no exception in that. Let’s move to 
the latest one - presenting you the August issue of The InSe 
Journal. Before we talk about this issue, a huge shout out to the 
contributors of this month. Thank you guys for your efforts and 
making this issue possible.  

In this edition, we have featured the popular face of the InfoSec 
Industry Mr. Riyaz Walikar in “Talking with the Expert’ section who 
is the Chief Offensive Security Officer at AppSecco. And as you 
know, we have plenty of stuffs for your reading pleasure as always- 
The InSe Articles, Tools, News, Breach stories and InSe Graphics. 
We hope you like the August month’s edition too and we welcome 
your feedbacks!  

One more thing, if any security enthusiasts are interested in 
contributing in the upcoming editions, they can reach out to 
below mentioned addresses with the topic or any queries.  

Find us at insejournal.co.in and insejournal@gmail.com 

Happy Reading and keep the feedback flowing!  

Cheers, 
Ashish Chhatani 
Founder- The InSe Journal
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Linux/x86 Egg Hunter 
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The main goal here is to analyze the Egg Hunter shellcode and create a working 
demo about it. The Egg hunter are easily configurable to different shellcode 
payloads. 

The InSe Journal    insejournal.co.in

Ok, let’s start with a little bit of the Buffer Overflow background. The Buffer 
Overflow occurs when a program tries to write huge amount of data in the 
buffer than the buffer can hold, which causes overwriting of the adjacent 
memory locations. If the data is specially crafted, the execution can be 
controlled to execute the shellcode. Sometimes, when the buffer size is 
smaller and cannot hold the complete shellcode, the Egg Hunter shellcode 
comes to the rescue. 

Why do we need an Egg Hunter?

Linux/x86 Egg Hunter Shellcode

What is an Egg Hunter?

This Egg Hunter is a technique used during exploit development that can 
search the entire memory range for one shellcode and redirect the flow to it.


According to Fuzzy Security,


“An Egg Hunter is composed of a set of programmatic instructions that are 
translated to opcode and in that respect, it is no different than any other 
shellcode. This is important because it might also contain bad characters!! 
The purpose of an Egg Hunter is to search the entire memory range (stack/
heap/..) for our final stage shellcode and redirect execution flow to it.” 

An Egg refers to a unique set of 4 bytes that are used to mark the start of 
the original shellcode. These 4 bytes are prepended before the shellcode 
twice to make sure that the Egg Hunter is searching for the correct shellcode 
and not the Egg Tag itself. However, Egg Hunter refers to the small shellcode 
that actually goes ahead and searches the whole Virtual Address Space for 
our egg. Once the egg is found, the Egg Hunter checks whether the next 
four bytes are also the same. If the next four bytes are the same, the Egg 
Hunter passes on the execution to the starting of the original shellcode, i.e 8 
bytes ahead of egg.  

http://insejournal.co.in
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Algorithm of an Egg Hunter 

The working of an egg hunter can be seen as follows: 

However, searching the Virtual Address Space is not that easy. Why? 


“The danger of searching a process’ VAS for an egg lies in the fact that there 
tend to be large regions of unallocated memory that would inevitably be 
encountered along the path when searching for an egg. Dereferencing this 
unallocated memory leads to Bad Things” - by Skape on Egg Hunters


So, what can we do now? There are three ways described by Skape in his 
white-paper. 


1. access(2)


2. access(2) revisited


3. sigaction(2)


Learning the Small Parts

We will go ahead with the third way because it has the smallest shellcode of 30 
bytes and its performance is also better. 


As we said, it may not be a good idea to dereference an unallocated memory, 
we will use the sigaction systemcall to determine whether a given address is 
valid or not before dereferencing it. 


The sigaction system call is much like the signal system call, except that it 
allows much more granular control. Its real purpose is to allow for defining 
custom actions to be taken on the receipt of a given signal. On this day, 
however, its purpose will be to allow for the validating of user-mode addresses. 
The sigaction function is prototyped as follows:


Linux/x86 Egg Hunter Shellcode
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The sigaction function is prototyped as follows:


int sigaction(int signum, const struct sigaction *act, structsigaction 
*oldact);  

Based on our previous learning, looking at the function, we can understand the 
following statements: 


1. EAX should contain syscall number for sigaction i.e 67.


2. EBX should contain the value of signum.


3. ECX should contain the value of act, which is the memory address having 
sigaction structure.


4. EDX should contain value of oldact which is address of memory having 
sigaction structure


The goal here is to use the act structure as the pointer for validating a larger 
region of memory than a single byte. For reference, the sigaction is defined as 
follows: 

Each of the elements of the sigaction struction is 32 bits, i.e 4 bytes. Thus, the 
total size of the structure is 16 bytes. This means that when the verify_area 
routine is called, it will ensure that there are 16 bytes of contiguous memory at 
the address supplied for the act structure. Although, our egg is of 8 bytes but 
assuming that any of the meaningful shellcode will be greater than 8 bytes, 
checking for 16 bytes will work for us. 


What Else we Need to Take Care of?

Linux/x86 Egg Hunter Shellcode

Linux uses a virtual memory system where all of the addresses are virtual 
addresses and not physical addresses. These virtual addresses are converted 
into physical addresses by the processor. To make this translation easier, virtual 
and physical memory are divided into pages. Each of these pages is given a 
unique number, which is the page frame number. So, we need to make sure  
that whenever we hit a EFAULT, we are increasing the page number.
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Let’s check what is the page size of our memory.

Now to align the page properly based on the pointer value being validated, we 
need to find a way by which we can increment the address by 4096 to move to 
the next page.


This can be done by using the Bitwise OR operator. If we use the Bitwise OR to 
lower 16 bits of EDX Register with 0xfff, it will result in 4095. Then, incrementing 
the register by 1 will lead to increase by 4096, which is being validated.


This approach will also help us to prevent NULL's in the register, which was a 
problem if we directly added 4096 to EDX.


There is one more thing that we should know before recreating the shellcode, i.e 
comparing the strings.


We need to compare the Egg String to identify the starting of shellcode. This 
can be done using scasd opcode. 


Here is what scasd does: 


Compares the byte, word, or double word specified with the memory operand 
with the value in the AL, AX, or EAX register, and sets the status flags in the 
EFLAGS register according to the results. The memory operand address is read 
from either the ES:EDI or the ES:DI registers (depending on the address-size 
attribute of the instruction, 32 or 16, respectively). The ES segment cannot be 
overridden with a segment override prefix. 

Linux/x86 Egg Hunter Shellcode
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Recreating Egg Hunter in Assembly
Let us now dive deep into creating the Egg Hunter shellcode based on our 
above analysis.


Linux/x86 Egg Hunter Shellcode
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Recreating Egg Hunter in Assembly

To verify, let’s take out previous bind shellcode that we created, prepend 
shellcode with the Egg and execute egg hunter as the shellcode from the C 
Program. 


Linux/x86 Egg Hunter Shellcode
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Recreating Egg Hunter in Assembly

We have finally created an Egg Hunter Shellcode that is easy configurable with 
a n y p a y l o a d . A l l t h a t n e e d s t o b e d o n e i s t o p r e p e n d 
"\x90\x50\x90\x50\x90\x50\x90\x50" before the actual shellcode and use this 
egg hunter to execute that payload. 


Thank you and hope you had a nice time reading the article. Feel free to provide 
any feedbacks because it's always a learning :) 

About the Author

Kunal is an application security automation engineer, 
currently working in Informatica LLC. He has pursued 
OSCP and has a commendable zeal towards 
Offensive security. He has been an active learner of 
the field and thrives to become long runner in the 
InfoSec world.

Linux/x86 Egg Hunter Shellcode

This is how it looks when it is compiled and executed. 
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History of Electron Applications

Pen-testing ELECTRON applications

Electron was founded by Cheng Zhao, during the development of the Atom, a 
cross-platform text editor released in July 2013. It was made open source, 
developed, and supported by GitHub using C++, JavaScript, Objective C, 
and Python. It was intended to make cross-platform development easier for 
the Atom creation. 

What are Electron Applications?

Electron is a framework for creating native applications with web technologies 
like JavaScript, HTML, and CSS. It takes care of the hard part so you can 
focus on the core of your application. 

A typical Electron application uses HTML, CSS, JavaScript, and 
Node.js on top of the Chromium engine for development. 

Electron is an open source project maintained by GitHub and an 
active community of contributors. 

Why use Electron?

When it comes to application development for the desktop or system 
environment, we basically use C++, C# and VB for the development in case 
of windows OS. 

For Mac OS, we have the "Cocoa" layer, which includes all the 
technologies that we require to create the application-user interface. 
The Media layer has all the tools and technologies required for the 
Media operations which include the 2D and 3D animations, photo 
and video editing. 

For Linux environment, we make use of python along with some of 
the libraries for the development. 

Electron helps us overcome these differences by helping the 
developer make cross-platforms applications with an ease. 

Now coming to the most important part - How to pen-test Electron 
applications! 

http://insejournal.co.in
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�Pen-testing Electron Applications
Sometime back, I was directed to perform pen-test on a desktop application. 
“Well, let the game begin” were the phrases that were running through my 
mind. Happily, I set up a proxy in burp trying to intercept the requests made 
by the application and what happened next was something unexpected, 
guess what? I was not able to intercept the request that the application was 
making to the server. 

Yup, that was the exact 
question going through my 
mind that day.


I searched all the possible 
things in internet, thinking 
that I might have missed out 
some step to intercept the 
request.


Finally after trying everything 
possible, I came to know 
from the development team 
that the application was 
developed in the Electron 
framework. LOL! yeah I know 
that was really stupid of me.


So, the application was developed in the 
Electron framework uses chromiuim to 
communicate to the server. Chromiuim it is 
sort of dedicated browser only for that 
particular application and not like the 
traditional thick client that we use to perform 
pen-test.


Pen-testing ELECTRON applications
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The methodology used to intercept the requests of the electron based desktop 
applications is a bit different yet simple. Let us have a look:


Step 1: Identify the important pointers that help us identify the electron based 
desktop applications 

Right click on the exe on which you are testing and go to the location where the exe is 
present.


Pen-testing ELECTRON applications
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LICENSE.electron is one of the files that are pointers to prove that the application you are 
testing is an electron-based application.


If we traverse to the resources folder, we find the .asar files that completely confirm that 
the application that are under test uses the Electron framework.


What is .asar file? 
An asar archive is a simple tar-like format that concatenates files into a single file. 
Electron can read arbitrary files from it without unpacking the whole file.


Pen-testing ELECTRON applications
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Step 2: Intercepting the request 

The interception part is slightly different, we need to ignore the certificate error and set up 
the proxy server which is burp in our case.


Open the command prompt in the same file location where the exe is present and write 
the following command:


Pen-testing ELECTRON applications

Application location >Application.exe --args \ --proxy-
server=localhost:8081 \ —ignore-certificate-errors 

Note: There should not be an instance of application running. Upon executing the above 
command, the application opens where we are telling the application that all the request 
has to go through port 8081 of localhost that is burp in our case and ignore the certificate 
errors if any.


Also make sure, burp has listener set up at 8081 and listening only to it to avoid 
confusion in the incoming traffic.


After executing the command in the command line, the desired application opens with 
specified condition.
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Voila! There you go, finally we are able to intercept the traffic in burp now.


Pen-testing ELECTRON applications

Now we can carry out the general pen-test methodology that we follow to test the web 
application and check out attacks, such as SQL Injection, PE, Sensitive information 
retrieval, etc.


Apart from the general penetration testing procedure that we follow, we have an audit 
tool offered through node.js known as npm audit that looks up for vulnerabilities based 
on the version of the Electron framework used by the application and the code.


http://insejournal.co.in


The InSe Journal    insejournal.co.in

One more interesting part of this audit tool is that it has the capability of fixing the issues 
which is offered as one of the options, which of course we pen-testers would not want to 
do :) 


In order to make use of this tool, we have to make the npm utility available. That can be 
done by installing the node.js that can be found here.


After the download, check if npm is successfully installed by issuing the following 
command:


Pen-testing ELECTRON applications

We can see the different commands available for this utility, but the most interesting 
command of our interest is audit.


For npm audit command to run successfully, it requires package.json file of the Electron 
application, which can be found packaged in the app.asar file. Therefore, we need to 
extract the file.


Now, to continue with the audit part, first we have to extract the app.asar file present in 
the resources folder of the application location. 


The .asar archives are used for packaging applications based on the Electron 
framework.


https://nodejs.org/en/download/
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The .asar archive can be extracted using a utility available through 7z that needs to be 
installed and follow the steps mentioned in the readme file. The utility can be found here.


Note: Some of the Electron app developers may create encrypted .asar archives. You 
cannot access the contents of such archives unless you know the specific encryption 
method.


Pen-testing ELECTRON applications

Once the extraction is done, open the command prompt in the file location and run the 
npm audit command.
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There you go! One more interesting thing that we can find here is, it even tells us the 
command through which we can resolve the issue.


So, that’s it about this article. Hope you really enjoyed it and learnt something new. 
Kindly share this knowledge as this would be helpful for someone somewhere, till then 
happy reading!


Pen-testing ELECTRON applications

About the Author

Oosman is an Information Security Consultant 
currently working at Sony India Software Centre. He 
has been a key contributor in The InSe Journal as a 
technical writer since its inception. Oosman comes 
with an expertise in Web, Network and Mobile device 
pen testing.
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Riyaz Walikar, a well known face in the InfoSec industry is a security 

evangelist, offensive security expert and researcher with over 9 years of 
experience in the Internet and web application security industry.Currently, he 
is the Chief Offensive Security Officer at AppSecco.   

With many years of experience providing web application security 
assessments, he has led penetration testing engagements in many countries. 
He performed numerous onsite reviews on infrastructure and system 
security.  

Riyaz is an active speaker in the leading Information Security conferences, 
such as Blackhat, NullCon, OWASP AppSec. Apart from consultation and 
sharing knowledge in the conferences, he researches on the vulnerabilities 
and carries out bug hunting in major organisations’ applications. In this 
interview, Riyaz shares the journey and his take on various aspects of 
InfoSec domain. 

RIYAZ WALIKAR  
Chief Offensive Security 

Officer, Appsecco
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1.Please tell our readers about yourself and the 
journey you have gone through. 

My name is Riyaz Walikar, a web application security enthusiast and a life long 
purveyor of knowledge. I currently head the Offensive Security team at 
Appsecco, an Application Security specialist, headquartered in London, with 
clients all over the world. I started my career in the field of Information Security 
as a Penetration Tester for Microland way back in 2007. Between then and now, 
I have worked at multiple organisations leading teams, breaking applications 
and networks, mentoring and educating folks in the field of offensive security. I 
have been a chapter leader for null Bangalore in the past and currently lead 
the OWASP Bangalore chapter as one of its leaders. 

In over a decade of my experience with information security, I have spoken at 
international conferences, trained security testers and developers of some of 
the largest organizations in the world. I have found security weaknesses in 
applications owned and operated by most major Internet players and written 2 
books as well. 
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2. What was that thing that pushed you to pursue 
Information Security? 

I started breaking things when I was in college. Back then, most computers in 
college ran Windows XP and it was fun to bypass protections put in around 
them by the staff. My teachers fueled my passion for computers by letting me 
use lab time when no one was using it. That's where I learnt to program in 
multiple languages, install, break and reinstall stuff. I started creating programs 
that would help me do cool things to networked machines, for which I had to 
learn how data is transferred between systems. In addition, how a system can 
be used to do your bidding if you know what programming APIs to call and 
play with. 

In Conversation with RIYAZ WALIKAR
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In my third year of Engineering, I was on the campus placement committee and 
would help out students by holding mock tests and dummy interview rounds, 
preparing them for the actual company interviews. During one of these 
placement events, Microland did a presentation where I realised that Network 
and Application Security is a career people could choose if you were 
interested. That's the day I realized what career I would follow my entire life. I 
answered the interview and was selected shortly after that. After that I focused 
my attention to other operating systems, web applications, wireless networks 
and network security in general. I gulped down everything that I came across 
that was remotely related to Information security.  

I moved to Bangalore in 2007 and was introduced to the null Bangalore 
community couple of years later. No other single open security community has 
had such a major influence in my life as the null community. With its 
inclusiveness to anyone who is security curious, its hands on meets in the 
offensive and defensive space, its monthly meet-ups (which are still going 
strong with over 100 in attendance every month) and all being free of cost was 
something that bowled me over.  

Akash Mahajan, the founder of null Bangalore and a close friend of mine once 
said, "When like-minded people come together to learn something, they create 
a lot of new things". That has stuck to me and  since then, I constantly try and 
give back to the community from whom I have taken so much. It's been a fun 
ride so far! 
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3. What is Appsecco? What's the end goal of it? 

Appsecco is a specialist application security company providing industry 
leading security advice that is firmly grounded in commercial reality. We work 
with some of the biggest companies and financial firms in the world and with 
exciting start-ups too. 

In Conversation with RIYAZ WALIKAR
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Our services cover the entire software development lifecycle from advising on 
how to build and foster a culture of security within development teams and 
organizations. On how to review and advise on the security of applications and 
associated infrastructure under development to providing rapid response and 
advice in the event of a security breach or incident. 

In addition to our client-facing work, we are actively involved in researching 
and training folks in the areas of the Offensive Security, Automated Defence, 
Security for DevOps and Cloud Security at popular conferences around the 
world including nullcon, BlackHat, DefCon and DevSecCon. 

Our goal is and will always be to continuously deliver awesome security advice 
that genuinely adds value to our clients, the community and all those around 
them. 

There are multiple areas that I focus on as I head the team delivery at 
Appsecco. However, as we aim to provide our customers true value for the 
time and money they invest in us. My prime area of focus is to ensure quality of 
delivery not only in the terms of the reports that go out but the actual testing 
and assessment as well. As we are a growing team, internally every application 
that we test, every bug we find and every report we create goes through 
multiple rounds of quality testing so that our customers receive the highest 
quality of work compared to what they would have had from similar 
organizations. This backed with the collective technical skill and experience of 
the team is a key strength that we use in our day to day work to ensure our 
customers are delighted at the end of an engagement. 
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4. Being chief offensive security officer of Appsecco, 
what's your prime focus? 

In Conversation with RIYAZ WALIKAR
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5. According to you, what's that tech which can 
revolutionize the InfoSec industry or become a 
pathbreaker? 
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I see containerisation of code and infrastructure becoming (if it hasn't already) 
a game-changer for the InfoSec industry. As more and more organizations 
move their code to micro services, short lived containers and fully contained 
environments, new security challenges will arise. Also, a whole new way of 
attacking these systems would be and is already being created by a lot of 
researchers in the industry. Couple this with the cloud and now you have 
environments that are accessible from anywhere and is tied into other services 
that cloud providers provide. 

You would then start asking, would an attacker be able to gain access to my 
container through my application? What about accessing the host from the 
container? Or is there a way to reach my cloud account and other infra from the 
host running the containers? All sorts of interesting things are happening, and 
we are in a very exciting phase for the InfoSec community. 

In Conversation with RIYAZ WALIKAR

6. Which area of InfoSec domain excites you the 
most? Why? 

I have been passionate about web applications and network security, you 
combine that and you (somewhat) have apps on the cloud protected by 
defenses that are programmable and configurations that are coded via static 
files. There are several things that can go wrong during implementing or 
mimicking on premise setups on the cloud and that excites me as someone 
who has known nothing but breaking things all of his life. 
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7. As OWASP chapter lead, what are your 
responsibilities? 
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8. The biggest challenge you have faced being a 
security researcher/expert till date. 

In Conversation with RIYAZ WALIKAR

With the number of cloud vendors out there today and each one of them 
constantly trying to better their services than the next cloud provider, things 
are only going to get more exciting. 

As one of the chapter leaders for Bangalore, my responsibilities include 
spreading knowledge about OWASP projects to the general community and 
security folk. Help folks to get started in the field of application security, train 
and teach people on how to apply what the OWASP guidelines are saying 
about the best development practices and attacking applications. Finally, to 
include as many people as possible in the journey that OWASP Bangalore is 
taking. 

Not me personally, but I have seen other folk go through this within the 
security community. Many security folks that I know work for pretty large 
organizations that have limitations and restrictions on things that would further 
their knowledge. This includes access to labs where hacking exercises can be 
practiced, installation of tools or hacker friendly operating systems or simply 
access to training programs online or offline that would allow the pursuit of 
knowledge in the InfoSec industry. This seriously limits the amount of time one 
can dedicate to learning when all you then look forward to are weekends. This 
needs to change, at-least for the folks whose primary job function is to attack 
internal applications as part of the organization security lifecycle. 
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9. We hear data breach stories every now and then. 
According to you, what's that loophole the 
organizations are not able to rectify? Or even if they 
know it, why they are not able to prevent it? 

In Conversation with RIYAZ WALIKAR

There are multiple reasons why applications become vulnerable. Bad 
programming practices, poor configuration, mismanaged access and using 
old and vulnerable software. A surprising number of breaches also happen 
due to a general lack of  awareness regarding standard security hygiene. Be it 
passwords or personal information, users tend to be overly generous with 
security choices. 

There is also the case about assets that are unaccounted for. In large 
organizations that may have Internet facing assets that run into the thousands. 
IT may not even be aware that these are exposed and alive on the Internet 
simply because their inventory may not be updated. From personal 
experience, one of the services we offer allows us to create an attack surface 
for an organization using over 40 checks that we have compiled over the years. 
For all the organizations who have used this service have gone back with at 
least one such asset that they did know existed. 

10. What's the next thing to achieve? The endgame 
you're looking forward to. 

There is no endgame. I wish I could snap my fingers and make everyone 
security conscious, but I don't see that happening anytime soon. I am however 
actively looking forward to breaking more things on the cloud and the IoT 
space while constantly mentoring folks within the community as I move 
forward. 
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In Conversation with RIYAZ WALIKAR

11. An advise to the freshers pursuing this field. 
How, what and where they should start?  

Practice. There is no other way. We live in a world today where access to 
information is insane compare to back in the day when we had to go to a 
library and checkout a physical book! 

Don't let anyone tell you that you are not good enough. Practice what you 
learn, even if means you are starting with hello world programs. You will train 
your mind to constantly be curious (something that is a required skill for 
attackers). Learn, discuss, share and create all the while practicing what you are 
learning, discussing, sharing and creating. 

Start by creating your own virtual machines, then download and practice 
attacks on vulnerable virtual machines created by multiple cool folks on the 
Internet. Learn at least one scripting language (python or go if you may) and a 
server-side language. Build a simple hello world apps, host them on your local 
virtual machines, stop, configure and start web servers. Get familiar with the 
command line in at least one OS (Linux recommended but Powershell is also 
getting cooler day by day). Take small steps, document what you have 
practiced and do not feel shy to ask questions or accept that you need help or 
give up because you have failed. Remember, even the expert you look up to 
started by failing. 

Join a local community (null and OWASP Bangalore come highly 
recommended :)) to learn and share, make like-minded friends and see where 
this field takes you. 
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Vulnerability refers to the state when there is a possibility of being attacked or harmed. 
In cyber security, a vulnerability is a weakness which can be used by attacker to 
compromise a device or application. Different vulnerabilities can lead to different kinds 
of attack scenarios such as sensitive information disclosure or compromise of devices 
or applications. Sometimes there are some small loopholes which are not a vulnerability 
itself but just threat, which can lead to serious consequences.


Vulnerability Chaining

�What is Vulnerability?

�What is CVSS?

CVSS stands for Common Vulnerability Scoring System. It is an open industry standard 
to determine the severity of security vulnerabilities on different factors such as 
exploitability and impact. CVSS score ranges from 0 to 10 where 0 being the lowest and 
10 being the highest. Along with the Base Score, there is also Temporal Score and 
Environmental Score. Base score provides just the severity of the vulnerability while 
other can also help to determine the severity based on different factors. 
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Vulnerability Chaining

�What is Vulnerability Chaining?

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator 

Sometimes there are few weaknesses in the application or infrastructure, which does 
not have serious impact. Developers often overlook these kinds of threats but when 
these threats are combined then it is called vulnerability chaining. These kinds of low 
level threats help attacker to set it foot in compromising systems or network.


In the dark web, hackers are developing new methods to chain attacks and gain access 
to corporate and enterprise networks. Most of the times these attacks go undetected in 
networks and attacker might get access to sensitive data or critical assets. Attackers 
generally monetize these successful attacks through cryptocurrency like bitcoins.


�Examples of Vulnerability Chaining

1. A session cookie, which does not have a HTTPOnly attribute and scoped to parent 
domain, might be a risk. The application might not have an XSS vulnerability and don’t 
need to be fixed. The other application linked to the same parent domain and using 
same cookie might have XSS and put the other application at risk. This combine attack 
can increase the impact and severity of the vulnerability. Additionally, if there is 
Clickjacking or CSRF in the application, then it can also increase the ease of 
exploitability to exploit XSS.
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2. There is old version of a software which is only accessible locally and only allow 
requests from localhost. Then, there is another vulnerability SSRF which can make a 
call from web server to internal network and the impact can be too much high.


3. SSRF, CR-LF and Unsafe Deserialization leading to RCE. These vulnerabilities 
together lead to Remote Code Execution and GitHub Enterprise was vulnerable to it. 
There is a blog on it by the researcher http://blog.orange.tw/2017/07/how-i-chained-4-
vulnerabilities-on.html


4. In the web applications weak password policy is the most common threat but it is at 
higher risk when there is a chance of brute force. Brute force will boost the chances of 
exploiting the weak password policy if they exist together.


�Remediation of Vulnerability Chaining

There is no specific mitigation for vulnerability chaining. Developers usually overlook 
low level threats because of less impact, tight release schedules or major code 
changes because of the vulnerabilities. A proper impact and exploit analysis of the 
vulnerabilities must be done, keeping in consideration about the other vulnerabilities 
present in the application. The best and most effective solution is remediating the 
vulnerability in the first place or have a secure SDLC to implement the proper security 
controls in application architecture so that there are no major code changes are 
required.
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The security fellas are going to love this 
news as the popular OS Kali Linux is now 
finally available in Raspberry Pie 4. 
Raspberry pie with the specs of 1.5 GHz 64-
bit quad-core ARM Cortex-A72 processor, 
on-board 802.11ac Wi-Fi, Bluetooth 5, 
full gigabit Ethernet (throughput not 
limited), two USB 2.0 ports, two USB 
3.0 ports and dual monitor support getting 
the Kali Linux is going to be an arsenal for 
the hacking passionates. The link to 
download is here: https://www.offensive-
security.com/kali-linux-arm-images/ 

Recently identified flaw in Zoom Video 
conferencing software for Mac lets sites take 
over webcam on Mac. The flaw could be 
used to control the webcam of a user when 
visiting a specially crafted website. The 
expert also discovered that is possible to 
control the webcam even if the user has 
uninstalled the Zoom client app. As the 
researcher Jonathan explained- A 
vulnerability in the Mac Zoom Client allows 
any malicious website to enable your camera 
without your permission. The flaw 
potentially exposes up to 750,000 companies 
around the world that use Zoom to conduct 
day-to-day business. 

Raspberry pie 4 gets Kali 
Linux

Flaw in Zoom Video 
conferencing software for 

Mac
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Magecart hackers are back and this time 
they take leverage of misconfigured AWS S3 
buckets. As per the security researchers- 
Magecart attackers has continuously been 
scanning the Internet for misconfigured 
Amazon S3 buckets, which allows anyone to 
view and edit files it contains, and injecting 
their digital card skimming code at the 
bottom of every JavaScript file they find. If 
numbers are believed, around 17000 sites are 
infected through Amazon S3 buckets 
misconfiguration. 

Security researchers at Kaspersky found a 
new variant of FinFisher spyware, which is 
used to spy on iOS and Android users spread 
across 20 countries. This spyware is capable 
enough to collect data from infected mobile 
phones, including SMS/MMS messages, 
emails, calendars, GPS location, photos, and 
data from the RAM memory of the device. 
Though new FinFisher implant for iOS 
doesn’t support the latest iOS 12.x. So iOS 
users are advised to upgrade to the latest 
version to get rid of this. The Android 
version is capable of gaining root privileges 
on an unrooted device by exploiting the 
DirtyCow exploit.  

Magecart hackers hit back!

New FinFisher spyware 
infects Android and iOS 

devices
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NetSet

NetSet is designed to automate a number of 

operations that will help the user with securing 
their network traffic. It also provides an easy way 
to gather proxies and run utilities through Tor. 
All the utilities installed and used by NetSet will 
be automatically configured as well. Ofcourse 
the tool itself isn't the be all of Operational 
Security. Rather, it is a convenient way of getting 
yourself set up with the basics. 
Github: https://github.com/NullArray/NetSet 

Rock-On is an all in one recon tool that will 

help your Recon process give a boost. It is 
mainly aimed to automate the whole process of 
recon and save the time that is being wasted in 
doing all this stuffs manually. A thorough blog 
will be up in sometime. Stay tuned for the Stable 
version with a UI! Few of the features include- 
Sub Domain Scraping, Finding A.S.N -> 
Netblocks -> IP’s, Resolving, Finding Ports, 
VHost, Directories, Active- Passive Crawling 
etc.   

Github: https://github.com/SilverPoision/Rock-
ON 

Rock-On
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Scapy

Scapy is a powerful Python-based 

interactive packet manipulation program 
and library. It is able to forge or decode 
packets of a wide number of protocols, 
send them on the wire, capture them, store 
or read them using pcap files, match 
requests and replies, and much more. It is 
designed to allow fast packet prototyping 
by using default values that work. 

Github: https://github.com/secdev/scapy 

The Mozilla Enterprise Defense Platform 

(MozDef) seeks to automate the security 
incident handling process and facilitate the 
real-time activities of incident handlers. 
MozDef aims to: 
- Provide a platform for use by defenders to 

rapidly discover and respond to security 
incidents. 

- Automate interfaces to other systems like 
bunker, cymon, and mig. 

- Provide metrics for security events and 
incidents. 

- Facilitate real-time collaboration amongst 
incident handlers  Github: https://
github.com/mozilla/MozDef 

MozDef

The InSe TOOLS 
Trending tools of the month 

https://github.com/mozilla/MozDef
https://github.com/mozilla/MozDef
https://github.com/mozilla/MozDef
https://github.com/mozilla/MozDef
https://github.com/mozilla/MozDef
https://github.com/mozilla/MozDef
https://github.com/secdev/scapy
https://github.com/secdev/scapy
http://insejournal.co.in


The breach story 
 Breach that made the headlines

The InSe Journal    insejournal.co.in

Marriott International faces the 
heat of ICO- fined $123 Million

British Airways gets slammed 
for £183 Million

Popular hotel service chain- Marriott 

International has faced the heat of ICO- UK 
information Commissioner’s Office and got 
fine of $123M due to GDPR compliance 
failure. The fine was slammed as the 
company failed to secure the guests’ private 
data in the security breach placed in 2014. 
The compromised data includes 500M 
guests’ personal information. It seems the 
ICO is on a roll and not going to let go the 
privacy concern easily. GDPR seems like a 
great success considering users’ privacy.  

The giant airline service- British airways 

was fined £183 Million under GDPR as it 
failed to protect its customers’ data in the 
breach happened in the year 2018. The fine 
was slammed by The UK information 
Commissioner’s Office. The fine is said to be 
the equivalent of 1.5% of the British Airways 
turnover for its 2017 financial year which is 
less than the actual fine amount of 4% as 
per GDPR compliance. This is a wake up call 
for the organisations to take the privacy 
matter damn seriously.
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PCM Inc. gets HACKED!

The Maryland Department of 
Labor suffers data breach

Popular cloud solution provide firm- PCM 

Inc recently faced a cyber-attack which gave 
access to emails and file sharing systems of 
some clients to the hackers. As per the 
investigator Krebs- the attackers stole 
administrative credentials that PCM uses to 
manage client accounts within Office 365, a 
cloud-based file and email sharing service 
run by Microsoft Corp. The investigation is 
still going on and it's not clear whether PCM 
was attacked separately or is the attacks are 
linked. 

The Maryland dept. of Labor suffered a 

data breach which allowed hackers to 
access data stored in the literacy works info 
system and a legacy unemployment 
insurance service database. Fortunately, 
hackers haven’t misused the gained 
information till now as per the department 
of labor.  
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“What interests me in life is curiosity, challenges, the 
good fight with its victories and defeats.” 

         Paulo Coelho
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